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Figure 1: A fully client-side C++ IDE built using our paper’s runtime library, demonstrating support for terminal input/output,
breakpoints, stepping, and memory visualization, and piloted in a CS2 course at our university.

Abstract

Debugging code is foundational to computer science education;
however, existing environments require a compromise between
cumbersome local installations and costly server-side sandboxes.
We present an open-source, headless library capable of compiling,
executing, and debugging C/C++, Rust, and Python entirely in the
browser via WebAssembly. Our library exposes an interface via the
Debug Adapter Protocol (DAP) and features a client-side debugger
that is language agnostic. To demonstrate its utility, we embedded
this framework into a web-based integrated development envi-
ronment (IDE), equipped with multi-file support, memory graph
visualization, and a unit testing framework. We deployed an initial
pilot of this IDE with a section of students in an offering of CS2
at a large private university. The library and the IDE are publicly
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available and open source, featuring ten self-guided lessons and
guides for instructors to setup classes or self-host. This paper dis-
cusses use cases, implementation details, student and instructor
experiences, and plans for future extensions.
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1 Introduction

Running and debugging code is at the core of computer science
education. Local toolchains and installations are cumbersome, and
cause friction in both the teacher and student experience. Server-
side execution introduces hosting costs, latency, and a maintenance
burden that is oftentimes unrealistic for educators. In the ideal
world, students and educators could get the responsiveness of a
local toolchain without ever having to leave their browser.

WebAssembly (Wasm) [4] makes it possible to run many of these
toolchains locally in the browser with minimal setup. The browser-
based tools that exist today for executing code focus on monolithic
applications [3, 5, 24] rather than reusable infrastructure, leaving
educators who would like to adapt them for their own bespoke
teaching needs to reverse-engineer and re-architect them from the
ground up.

1.1 Principal Contributions

We present [anonymized tool name], an open-source, headless
library that compiles, executes, and debugs C/C++, Python, and
Rust entirely within a student’s browser tab. Built on top of existing
in-browser execution work [1, 3, 5, 22, 24], our library exposes
this functionality through a single, uniform interface using the
Debug Adapter Protocol (DAP) [19]. Paired with a reference IDE
implementation, we hope to provide educators with the building
blocks to create their own custom web-based tools without the
need to re-engineer a debugging and execution stack from scratch.
Our main contributions include:

(1) A language agnostic client-side interface for running
and debugging compiled and interpreted languages. To
our knowledge, we are the first to expose a single interface
for source-level debugging of compiled (C++, Rust) and in-
terpreted (Python) languages that runs in the browser. The
source code for our project, along with instructions for using
it, can be found at [anonymized GitHub link].

(2) An open-source reference and a CS2 section pilot. We
release the library alongside a reference IDE which consumes
it. We also report on a pilot deployment done in a CS2 course
at [a large private university].

(3) A technique for source-level debugging. We’'ll discuss
a novel technique for instrumenting Wasm binaries using
compiler-emitted debug information to enable debugging
compiled languages, as well as a technique for debugging
interpreted languages without modifications to the inter-
preter, both of which mirror the performance of running the
language toolchains locally on the student’s own machine.

2 Related Work

Pedagogic Environments. Python Tutor is a seminal program visu-
alization tool that has demonstrated the value of visualizing code for
new computer science learners [3, 7]. Architecturally, the platform
relies on server-side execution to generate a language-independent
execution trace for front-end rendering. While computationally in-
expensive [2], this architecture introduces operational overhead by
requiring a remote backend to run code. Furthermore, Python Tutor
is intentionally restricted in scope to support whiteboard examples,
deliberately avoiding full IDE capabilities [2]. Other prominent
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educational platforms face similar infrastructural hurdles. For ex-
ample, Harvard’s CS50 initially relied on custom sandboxed execu-
tion environments [14] to overcome significant security challenges
regarding malicious code. Although CS50 has since transitioned
to GitHub Codespaces to handle requirements like grading and
hosting of course materials, the underlying complexity of secure
code execution remains a barrier for tool developers. bcode [24], a
platform enabling students to share and collaborate on programs
in-class, circumvents this challenge by supporting local execution
via Wasm, but does not have support for debugging.

Execution Infrastructure. Server-side execution has historically
been necessary for executing non-browser-native languages in the
browser. This paradigm is shifting rapidly, however, with the in-
troduction of Wasm, which offers first-class support for compiling
and executing code to run in the browser [15]. Recent work has
demonstrated that Wasm is promising for client-side code exe-
cution. PyodideU introduced a fully in-browser Python IDE [5],
demonstrating that a complete IDE experience, including debug-
ging support, is achievable without any server-side execution. Em-
ception [22] compiles Emscripten [27], a mature C/C++ to Wasm
toolchain, itself to Wasm to run in-browser, but is limited to running
C/C++ programs. Rubri [1] compiles Miri [6], a well-known Rust
intermediate-language interpreter, to Wasm to enable running Rust
code in-browser, but lacks debugging support and, like Emception,
is language-specific. We believe that building tools like PyodideU
and others today remains a large engineering lift, given how much
toolchain-specific knowledge is required.

WebAssembly Runtimes. There are existing environments like
webvm.io/[10] which run Linux in the browser by compiling it to
Wasm. In theory, you could then use gcc or other toolchains to
compile, run, and even debug non-browser code in this virtualized
Linux environment. In practice, this approach is prohibitively slow,
and is a poor interface to build educational tools on top of, especially
if they rely on a Ul or interactive graphics. Browsers themselves
can also debug Wasm at the source level: Chrome’s DevTools steps
through C++ or Rust compiled to Wasm using debug information.
This capability, however, lives inside the browser’s own developer
tools and is intended for debugging the page’s precompiled Wasm
binaries rather than serving as a reusable interface that a web-based
tool can drive, style, or build interfaces around.

3 A New Way to Run Code

Unlike prior in-browser tools, which are each tied to a single lan-
guage, our library serves both compiled and interpreted languages
through the same debugging interface. Furthermore, we provide an
open-source reference IDE, [anonymized tool name], built using
this library for educators to use as a starting point for their own
projects and tools; a screenshot of this IDE is shown in Figure 2.
We outline a few advantages of our approach below.

Ease of installation. For instructors and tool developers, adopt-
ing our library requires installing a single package into their web
project, after which our reference IDE and accompanying examples
serve as a template for further development. For students, first-time
setup is fully automated and completes in seconds, with subsequent
runs finishing in around a second (see Figure 3). Traditional IDE
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SOURCE

#include <stdio.h>

int main(void) {
int x = 0;
printf("Hello, world!\n");
return 0;

}

TERMINAL

Hello, world!
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> Continue ~» ¢ 1 = Stop VARIABLES
CALL STACK
main
VARIABLES

LOCALS
X

Figure 2: [anonymized tool name], a multi-language (Rust, C/C++, Python), in-browser reference IDE built using the library
presented in this paper. The IDE is fully open-source, allowing educators to extend it or adapt it into their own custom tools.
The source code for the IDE can be found at [anonymized GitHub link].

and environment setup in CS1/CS2 courses, on the other hand, is
typically manual, error-prone, and can take anywhere from minutes
to hours.

Scalability. The student brings their own compute to compile
and run programs, eliminating the need for server infrastructure.
This approach has been used previously to power code execution for
MOOCs with thousands of learners [5]. Interactive applications like
debugging become easier to implement and are more responsive
when run locally.

Security. Code running through our library runs only on the
student’s machine. Deadlocks, infinite loops, crashes, malicious
code, and attempts to tamper with the environment are all contained
to the student’s browser tab, largely eliminating the need to sandbox
their code.

Privacy. Student code and data never leave their machine. In fact,
the only activity over the network is to download Wasm binaries
required for the library to run. This is particularly valuable in educa-
tional settings, where student work is protected under regulations
such as FERPA.

3.1 Use Cases

As a piece of reusable software, our work unlocks the following use
cases, some of which we show in our implementation of a small
pilot IDE described in a later section.

Program Visualization. Many CS1/CS2 concepts require students
to reason about program state that is not visible in the source code:
the structure of a linked list, the current value of a pointer, or the
relationship between stack variables and heap objects. By setting
breakpoints in a linked list assignment, for example, an instructor
can step back and forth through execution and ask students to
predict how the memory state will change next. Our pilot IDE
demonstrates that our library can be used to implement program
visualization locally.

Debugging Assessments. We prototyped a new style of assess-
ment in our CS2 IDE whose main task is to review, test, and fix
code rather than write it. In an age of LLM-generated code, this lets
instructors evaluate how a student uses the debugger, rather than
relying solely on their final submission. It also teaches students to
act as code critics rather than only code authors.

AI Tutors. A growing body of work pairs students with an LLM-
based tutor [8, 9, 11, 13, 21], but such tutors usually reason about
code without running it, leaving them to guess at runtime behav-
ior. A tutor built on top of our library might compile a student’s
program, execute it, and read the actual program state before re-
sponding.

Autograders. Instructors can run tests using the same framework
students see in-browser, either client-side or headlessly on a server,
without requiring a separate testing infrastructure.

Course Materials. The library can be embedded directly into
digital textbooks and lecture notes as live, debuggable code snippets.
A reader might step through a real C++ or Rust example inline,
or an interactive snippet might dynamically visualize the state of
memory at a specific point in the program.

4 Deploying a Student IDE

To demonstrate what can be built on top of our library, we im-
plemented a browser-based integrated development environment
(IDE) for a typical CS2 student workflow that we piloted during a
CS2 offering at our institution. The IDE was designed to remove
local setup friction, make debugging a part of the default workflow,
support real CS2 projects, and allow instructors to integrate it in
their own classes or LMS without needing to adopt a specific back-
end. Ten self-paced debugger assignments are publicly available at
[anonymized link].
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4.1 Core Features

Our IDE combines the utility of code visualizers and professional
IDEs. Visualization tools like Python Tutor [3] show the value of
displaying the execution state, but are optimized for single file
demonstrations. Professional IDEs and command-line debuggers
support more complex projects but require debugger configuration
and require students to mentally reconstruct pointer structures
from flat variable panes. In our IDE, students can move from failing
a unit test directly to a source-level debugging session, inspect
variables and stack frames, and compare their mental model of
a data structure against the actual runtime state shown by the
memory graph. A screenshot of the IDE is shown in Figure 1.

Multi-File Project Support. In CS2, students often work with
header files, implementation files, provided starter code, class defi-
nitions, and separate test files. The IDE includes a project file tree
and an interface to create, delete, and rename files in the in-browser
file system.

Breakpoints and Time Travel Debugging. Students can set break-
points, step line by line, continue execution, and inspect variables
in the stack and visually traverse pointers. This allows them to
identify when program state diverges from their expectations. Stu-
dents can also step backwards to replay changes to program state.
Reverse stepping replays a capped history of snapshots. This ap-
proach trades memory for a simple and deterministic history that
does not require re-execution.

Memory Graph Visualization. In addition to standard variable
inspection, students can also view a graph that represents the cur-
rent state of all stack frames and all dynamically allocated memory
in the heap. The visualizer was designed for scenarios when the
relevant program state is difficult to infer from variable inspection,
including linked lists and trees. While actual pointer address values
are shown alongside objects in the graph, pointer connections are
represented with arrows—similar to Python Tutor and common
whiteboarding practices in teaching dynamic memory [3]. Extend-
ing Python Tutor, the user can move through the memory graph
by zooming in and out and organize nodes on an infinite canvas.
Our approach allows the visualization of complex data structures
like trees with an arbitrary number of elements.

Unit Testing. Students and instructors can create and run unit
tests directly in the IDE. This allows unit testing to be an entry
point into debugging rather than a final check for correctness after
completing the assignment.

Code Intelligence. The IDE also runs a client-side, in-browser
clangd [12] server to enable error highlighting, go-to-definitions,
and context-aware refactoring. Since this feature is more resource
intensive, we made it an opt-in feature to support both students who
want IDE-style code assistance and those who prefer a lightweight
default.

4.2 Integration in the Classroom

The deployed system includes a platform that lets instructors create
their own classes and assignments, which students then open and
complete. Creating an assignment is straightforward: instructors
fill in their starter code, assignment description, and then publish.
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Both the entire UI and the underlying library (described in this
paper) are available open-source. We provide setup instructions
so that the IDE can be integrated into the classroom without cost
or significant setup time!. We also provide an open-source React
component that includes multi-file support, code execution, and
callbacks for file saving. This allows for integration in existing LMS
platforms as needed.

4.3 Student Usage and Reactions

Our CS2 IDE has been used in a small pilot of nine students in
weekly sections and tutoring sessions at our institution. Students
accessed the IDE through the browser and used it to complete in-
class section problems, run or test their code, and use the debugger
to inspect program behavior.

To understand how students used the IDE during the pilot, we
logged system-level anonymous telemetry data. Across the pilot
we logged 2,742 events (edit, run, set breakpoint, step, continue,
test) across 176 unique sessions.

After Program Run Count | Percentage
Entered Debug Session 162 70.43%
Other Action (edited/re-run) 68 29.57%
Total Runs 230 100%

Table 1: Transition rate from program execution to debug-
ging. A debug session was counted if any debug action (break-
point, step, continue) occurred within 5 minutes of a run/test
event and before their next run event.

When completing standard section problems without being prompted

to use the debugger, 162 of 230 (70.43%) program runs were fol-
lowed by at least one debug action (setting a breakpoint, stepping,
or continuing) within five minutes of the run and before their next
run. We classify the remaining 68 runs (29.57%) as edit/re-run or
other. This suggests that the students incorporated the debugger
in their workflow rather than treating the IDE as run and check
tool. However, these usage metrics just show an adoption of the
workflow and not causal learning improvements.

Students and instructors who used the IDE had positive reactions
to the IDE and debugging in the browser. Instructors were pleased
with the ease of use, not requiring resources to troubleshoot com-
piler setup issues. Regarding teaching dynamic memory allocation,
they noted that showing both the memory addresses and the graph
visualization was helpful.

Throughout the pilot, students informally shared their feedback
on the IDE during and after their section and tutoring sessions.
Some of their feedback makes reference to a traditional IDE used in
this offering of the course. The following is a (paraphrased) sample
of their experience in sections that used the in-browser IDE and
visualization tools.

Seeing where the pointer is when looping through the
linked list in the assignment helped me understand what
is actually going on.

!See [anonymized GitHub link] for more information on how to set up this IDE.
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I feel most peers who struggle with understanding what
happens behind the scenes have opted for just memo-
rizing patterns and checking if tests pass.

I had to keep force quitting [the other IDE] because there
was some issue on my computer so it was nice to not
have to worry about that.

I think many people struggle with visualizing binary
tree problems (not understanding traversals + how to in-
corporate it in problems), where the visualizer definitely
would help.

I'really liked that you can go backwards in the debugger
too because I always missed something and you can’t
do that in [the other IDE].

Students generally responded positively to in-browser debugging
and the memory visualizer. Based on this response, we plan to
launch the IDE to a larger cohort of students in a future CS2 offering,
including support for assignment submissions and lecture code.

5 Building a Cross-Language Debugger

Much of the library is written in Rust and compiled to Wasm, a
choice which allowed us to write performant and safe code while
taking advantage of a rich Rust/Wasm ecosystem. Everything runs
on the client with all of the work spread across two threads—the
browser main thread and one Web Worker [18] thread where student
code runs. The two threads communicate via a SharedArrayBuffer
[17], abrowser facility for multithreaded memory sharing. We allow
clients of the library to execute and debug C, C++, Python, and
Rust code. The library runs the entire compilation toolchain and
user program in the browser.

Two execution contexts. The main thread is the orchestrator of the
debug environment and hosts the public Engine APIL The Engine
acts as a handle to the running program and allows users to in-
teract with the filesystem, standard I/O, and the debugging in-
terface. When student code is run, the worker compiles and ex-
ecutes the program and communicates with the main thread via
a SharedArrayBuffer. Furthermore, we use SharedArrayBuffer
to pass control signals to the worker and provide the main thread
with zero-copy access to the program’s running memory. The use
of shared memory allows us to pause the execution of the user pro-
gram via the web’s Atomics API [16] and provides efficiency gains
over a message-passing system, but comes at the cost of requiring
any consumer of our library to have strict cross-origin isolation
enabled in their site. This restriction is intended to circumvent
known security concerns of SharedArrayBuffer, but in practice,
we have not found this to be a significant barrier to adoption.

5.1 Running Code in the Browser

To run a student’s program, a compiler or interpreter is needed
for that language that can run in the browser. We use custom
Wasm builds of production language toolchains. Specifically, we

2These bandwidth figures were chosen to approximate the global average mobile
network speed reported by the Speedtest Global Index [20], rather than the (often
much faster) fixed broadband speeds typical of university or corporate networks.
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Figure 3: Total execution time (including compiling/linking)
of a “Hello, World!” program in our library compared to the
equivalent toolchain running locally on an M4 MacBook
Pro on a 100 Mbps down/15 Mbps up network?. Each bar
represents the average of 10 executions. Subsequent runs
perform much better (and often comparably to local speeds)
than the first run due to the browser’s built-in HTTP caching
of downloaded toolchain binaries.

use CPython 3.11 (Python), Clang 22.1.0 (C/C++) and a modified®
rustc 1.96.0 (Rust).

These toolchains were compiled to run on and target the open-
source WASI standard [26], which provides a system call interface
for the filesystem, program arguments, environment variables, and
other system components, that are required by each toolchain.
WASI was chosen due to its widespread popularity and mature
support in compilation toolchains such as LLVM. Furthermore,
this approach allows us to make use of the existing production
toolchains in the browser without having to run them in a server
or significantly modify them ourselves to run locally. As they were
not necessarily intended to be used in the browser (and in some
cases, such as rustc, have not previously been run in the browser
up to this point), some toolchains require minimal patches, e.g. to
disable threading and networking that would not be supported by
the environment; support for these features could be explored more
in a future work. Outside of these patches, the toolchains behave
as if they were running locally on the student’s own machine.

Consider, for example, the process to compile and run a student’s
C++ project: first, all source files are loaded into an in-memory
filesystem. Then, the worker invokes the Clang compiler on each
source file, and finally links the object files into a single in-memory
main.wasm. This file is then executed inside the worker, invoking it
in the same manner as the compiler/linker. Executing all steps inside
the worker provides isolation from the main thread, preventing the
browser tab from freezing due to a long-running loop or crashing
unexpectedly due to an error in the student code.

Standard output is streamed to the client as it is produced by
the running program, while blocking input calls like cin, scanf,
input() are backed by a circular buffer on a SharedArrayBuffer.

3As our environment does not support multithreading, compiler patches were needed
to allow rustc to run in a single thread.
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Attempts to read data while the buffer is empty stall the worker
until the client provides the next line, e.g. from a connected terminal
interface. We use this to support interactive programs in a language-
agnostic manner.

5.2 Program Debugging

The public debugger interface implements Microsoft’s Debug Adapter
Protocol (DAP) [19]. DAP was originally designed to help imple-
ment VSCode debugging extensions. It’s a well-known, language-
agnostic interface that standardizes core debugging operations,
such as setting breakpoints, stepping through code, and inspect-
ing variable types and values. We chose DAP because it has been
extensively tested against production level debuggers like LLDB. It
also has a large and expressive API that is self-describing, making
it easy to understand and implement the requirements for a de-
bugger. DAP’s uniform JSON request/response structure made it
straightforward to verify the correctness of the underlying imple-
mentation via reproducible test cases and to compare the behavior
of our debugger against a reference implementation, such as LLDB’s
implementation of DAP. In addition, we used LLMs to help im-
plement some debugger features, with the test suite verifying the
correctness of each change. Arguably the biggest appeal is that DAP
provides a unified interface that bridges the gap across languages
which represent fundamentally different modes of execution: C/C++
and Rust are compiled, whereas Python is interpreted.

5.2.1 Compiled Languages. To the best of our knowledge, we have
developed the first in-browser, client-side debugger for multiple
compiled languages. Others have attempted to compile LLDB/GDB
into WASI, but failed when facing environmental constraints such
as the lack of a standardized ptrace system call for the web. Others
have tried to run GDB in a Wasm Linux container, but the startup
times are unacceptable for education. Our approach avoids these
concerns by moving the work of debugging into the library itself.

We compile the student program into Wasm with debug infor-
mation. Using this information, we instrument each point in the
compiled binary corresponding to the start of a source statement,
and insert instructions that capture internal Wasm state to a shared
memory debug stack, along with a call to an imported bkpt method
that conditionally stops execution according to whether or not a
breakpoint was set. The main thread, which holds a shared refer-
ence to the debug stack, is able to lazily reconstruct a backtrace
and variable values after a breakpoint is hit. Many variables require
custom formatting for them to be useful in a debugging context. For
example, it’s better to show the elements of a C++ std: :vector
rather than its underlying begin/end data pointers. We provide
an extensible formatting interface similar to the one provided by
LLDB.

5.2.2 Interpreted Languages. Debugging an interpreted language
requires none of the binary instrumentation described above, since
the interpreter itself maintains program state in a queryable way.
For Python, we run a prebuilt CPython interpreter binary in the
worker and execute the user’s program inside a small Python har-
ness built on top of bdb [23], a standard library in Python that
underpins its built-in interactive pdb debugger. bdb provides an in-
terface to receive a callback on every source line, function entry/exit,
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and uncaught exception. On each callback, the harness checks a
special file backed by a SharedArrayBuffer to see whether a break-
point is set at the current location, function, or exception. If so, it
eagerly serializes the program state, such as call frames and variable
info, and sends it to the main thread to be exposed to the client
over the DAP interface. Finally, it pauses execution until the client
signals to continue running.

Using a SharedArrayBuffer-backed file lets the main thread
control the debugger without modifying the interpreter binary
itself. We provide implementations for this file’s read and write
system calls to provide a debugger interface that is accessible to
the harness: on executing a line or entering a function, it reads
from the file to fetch the list of active breakpoints and determine
if execution should stop. On a breakpoint, the harness writes a
specific command to instruct the worker thread to pause execution.
This design allows setting breakpoints and pausing execution while
the program is running. A student stuck in an infinite loop, for
instance, can pause execution on demand and inspect the state to
find the bug without having to have set a breakpoint in advance.

6 Future Work

We are actively working on a few extensions to the debugger to
make it more robust, including extended language support for com-
monly used classroom languages, such as Java and C#, and a richer
feature set enabling the debugger’s use in other pedagogical settings.
For example, we aim to provide an interface for interactive graphics
for CS1/CS2 offerings as well as multi-threading/concurrency for
OS courses.

The use of instrumentation to debug compiled languages limits
the range of possible features a debugger might support. For ex-
ample, modifying variables in the debugger while the program is
running, resuming execution at an arbitrary point in the program,
and reverse execution (e.g. step back, reverse continue) are all diffi-
cult or impossible to implement with this approach. A future work
might develop or extend [25] a lightweight Wasm interpreter that
supports these use cases, and investigate the difference in overhead
compared to the instrumented approach.

More broadly, we see [anonymized tool name] evolving into an
open platform where educators build and share course-specific li-
braries, custom visualizations, and code snippets with their students
via a plugin-based architecture where educators can author their
own extensions to the platform. With a broader community using
the platform, we plan to complete and expand our evaluation with
wider deployment data and user studies across different institutions
and course contexts. One concrete application we are pursuing at
our own institution is using the platform to log and analyze debug-
ging sessions from our CS1/CS2 TA hiring pipeline, with the goal
of publishing a broader study of how people problem-solve and
debug code when presented with a piece of unfamiliar code.
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